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Abstract - Prevalent and popular virtualization 
technologies have concentrated on consolidating servers 
based on the CPU component of the workload. Other 
system resources, particularly I/O devices like network 
interfaces and disks have been always designed to be in 
control of the OS that is managing system resources. 
Sharing of these devices has been through the OS 
abstraction layers, with device always being accessed and 
managed by the privileged OS kernel. Extending such 
systems for virtualization has resulted in sharing the 
device access path along-with the shared device, which 
makes this software layer the vulnerable component for 
the whole system. In this paper we argue that 
virtualization gives a simple and efficient mechanism for 
isolation, and hence improved security, if architected 
correctly. We analyze the existing I/O virtualization 
architectures with a view towards identifying the security 
issues and propose an enhancement that addresses these 
issues. 

Keywords: I/O virtualization, security threats, 
unconstrained DMA, denial of service attack. 

 
1. Introduction 

 
System virtualization enables the hosting of 
multiple, independent virtual machines (VMs) on a 
single physical machine [1]. Each VM can be used 
to host an application complete with its 
environment. This not only allows for more 
efficient and improved utilization of system 
resources but also offers complete software 
isolation of independent applications. The software 
isolation provides necessary security by 
encapsulating the application from threats arising 
from software bugs or loopholes external to it.  

Co-hosting multiple VMs on a single physical 
machine is normally achieved by sharing the same 
hardware across many VMs.  Unconstrained and 
unchecked resource usage in such systems can lead 
to denial of service type of attacks [2]. It is 
envisaged that resource usage monitoring and 
regulation will be the norm rather than an option in 
virtualized servers. However, the effectiveness of 
the resource controls will decide if denial of service 
threat can be deterred.  Resource sharing 

mechanisms differ depending on the nature of the 
resource. Traditional OSes have used the process 
abstraction for resource allocation and 
management. Various process schedulers have 
proven to be robust and very effective in time-
sharing the CPU resource.  Based on the goals of 
resource sharing, round-robin and credit based 
schedulers have been quite successful in managing 
CPU sharing without causing deadlocks or 
overpowering the CPU for exclusive use by a 
single process. Extending the same model to 
virtualized servers by treating each independent 
VM as a process that is scheduled by the VMM has 
proven to be quite effective in terms of both 
performance and security.  

I/O resources like memory, disks and NICs are 
treated rather differently as compared to the CPU 
resource. Current systems are designed to be 
managed by single OS. As a result of which these 
system resources are abstracted within the OS 
layers and projected as high-level resources like 
memory pages, disk files, sockets, packets, etc. The 
process is allocated these high-level resources and 
usage is mostly managed using these abstractions. 
Actual data transfer to and from the physical device 
is managed and handled by the OS. Almost all of 
the these resources are accessed using functions of 
the privileged OS kernel, which in the case of 
general purpose OS like the Linux, is a non-pre-
emptive kernel. In such systems, security breaches 
can happen because of faulty or buggy device 
drivers that capture the CPU in an infinite loop. 
This issue is easily solved by restricting the VM’s 
CPU timeshare. Also, for devices that have drivers 
supporting unconstrained DMA, the drivers 
themselves become the security threat [3]-[6]. 
Moving such device drivers from within the kernel 
space to user space has been proven to be the 
simplest method for solving the problem of 
unconstrained DMA. It is easy to support this idea 
on virtualized servers since all the VMs reside on a 
higher protection ring when compared to the virtual 
machine monitor (VMM) or the hypervisor. Hence, 
a device driver attempting unconstrained DMA will 
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physical device to be managed by the VMM. As an 
example, for the case of NIC, the VMM recognizes 
the destination VM of an incoming packet by the 
interrupt raised by the device and forwards it to the 
appropriate VM. The VM then processes the packet 
as it would do so in the case of non-virtualized 
environment. Thus, device access and scheduling 
of device communication are managed by the VM 
that is using it. The identity for access is managed 
by the VMM. This eliminates the intermediary 
VMM/hosted VM on the device access path and 
reduces I/O service time, which improves the 
application performance and consolidation on 
virtualized servers and reduces security threat due 
to failure of common shared software. In the 
following subsections we describe NIC I/O 
virtualization architecture that addresses the 
security issues caused due to shared device access 
path and unconstrained memory access to device 
driver. With these goals in mind we suggest how 
the system software layers of the VMM and the 
GuestOS inside the VM should use the proposed 
NIC hardware that is enabled for QoS based, secure 
concurrent device access. Figure 2 gives a block 
schematic of the proposed I/O virtualization 
architecture. The picture depicts a NIC card that 
can be housed within a multicore server. The card 
has a controller that manages the DMA transfer to 
and from the device memory. The standard device 
memory is now replaced by a partitionable memory 
supported with n sets of device registers. A set of 
m memory partitions, where m ≤ n, along-with 
device registers form the virtual-NICs (vNICs). 
The device memory is reconfigurable, i.e. 
dynamically partitionable, and the VMs’ QoS 
requirements drive the sizing of the memory 
partition of a vNIC. The advantage of having a 
dynamically partitionable device memory is that 
any unused memory can be easily extended into or 
reduced from a vNIC in order to support adaptive 
QoS specifications. The NIC identifies the 
destination VM of an arriving packet, based on the 
logical device address associated with it. A simple 
implementation is to allow a single physical NIC to 
support multiple MAC address associations. Each 
MAC address then represents a vNIC and a vNIC 
request is identified by generating a message 
signalled interrupt (MSI). The number of MAC 
addresses and interrupts supported by the controller 
restricts the number of vNICs that can be exported. 
Although, the finite number of physical resources 
on the NIC restricts the number of vNICs that can 

be exported, judicious use of native and para-
virtualized access to the vNICs, based on the QoS 
guarantees a VM needs to honor, can overcome the 
limitation. A VM that has to support stringent QoS 
guarantees can choose to use native access to the 
vNIC whereas those VMs that are looking for best-
effort NIC access can be allowed para-virtualized 
access to a vNIC. The VMM can aid in setting up 
the appropriate hosting connections based on the 
requested QoS requirements. The architecture can 
be realized with the following enhancements: 

Virtual-NIC:  In order to define vNIC, the 
physical device should support timesharing in 
hardware. For a NIC, this can be achieved by using 
MSI and dynamically partitionable device memory. 
These form the basic constructs to define a virtual 
device on a physical device as depicted in Figure 2. 
Each virtual device has a specific logical device 
address, like the MAC address in case of NICs, 
based on which the MSI is routed. Dedicated DMA 
channels, a specific set of device registers and a 
partition of the device memory are part of the 
virtual device interface which is exported to a VM 
when it is started. This virtual interface is called the 
vNIC which forms a restricted address space on the 
device for the VM to use and remains in possession 
of the VM until it is active or relinquishes the 
device. The VMM sets up the device page 
translation table, mapping the physical device 
address of the vNIC into the virtual memory of the 
importing VM, during the vNIC creation and 
initialization. The device page translation table is 
given read-only access to the VM and hence forms 
a significant security provisioning on the device. 
This prohibits any corrupt device driver of the VM 
GuestOs to affect other VMs sharing the device or 
the VMM itself. Also, for high-speed NIC devices, 
the partitionable memory of the vNIC is useful in 
setting up large receive and segment offload 
capabilities specific to each vNIC and thus 
customize the sizing of each vNIC based on the 
QoS requirements of the VM. 

Accessing virtual-NIC: To access the vNIC, the 
native device driver is hosted inside the VM. This 
device driver manipulates the restricted device 
address space which is exported through the vNIC 
interface by the VMM. The VMM identifies and 
forwards the device’s interrupt to the destination 
VM. The GuestOS of the VM handles the I/O 
access and thus directly accounts for the resource 
usage it incurs. With the vNIC interface, data 
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only increased this threat.  I/O handling in 
traditional OSes has always been through the 
privileged OS kernel. Prevalent virtualization 
architectures have merely extended these OSes to 
support I/O device virtualization using a software 
layer. Such architectures force the device 
virtualization layer to be shared amongst all the 
VMs accessing the I/O device and thus make it the 
vulnerable component of the system. Any failures 
or crashes in this layer, which includes the device 
driver, leads to failure of all the VMs using the 
device. Both hosted and para-virtualized 
technologies are examples of such systems [3]. 
Also, due to the software abstraction for virtual 
devices, these architectures are susceptible to 
denial of service attacks [10]. This is particularly 
due to unrestricted use of I/O device bandwidth on 
the incoming device queue [7]. Since on virtualized 
servers, single physical system is shared amongst 
multiple VMs, it is mandatory to have resource 
usage controls closer to the physical resource, 
rather than within the OS abstraction layers as is 
the case with current technologies. Doing so leads 
to effective control on monopolizing the resource 
and limits denial of service attacks. We believe that 
virtualization can be used as a mechanism to 
provide the desired isolation [8] and security [9] if 
architected correctly. For this, the hardware micro-
architecture must be modified to support safe 
concurrent device access to the multiple VMs 
sharing it and the virtualization architecture should 
permit the virtual devices to be defined within the 
VM’s address space. With these inclusions, the 
proposed I/O virtualization architecture addresses 
both the issues of vulnerabilities identified in the 
prevalent architectures.  

6. Conclusion 

 Most of the prevalent virtualization architectures 
extend the single-OS single-hardware model to 
support virtual I/O devices. As a consequence, all 
shared devices also cause device access path to be 
shared. This model of sharing makes the 
virtualization software the most vulnerable 
component of the system. In the paper we argued 
that virtualization has the natural ability to support 
simple and efficient isolation provided it is done 
the right way. We identified the security issues in 
the prevalent I/O virtualization architectures and 
proposed an enhancement to overcome the issues, 
taking NIC virtualization as an example. 
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