
Location Obfuscation For Location Data Privacy 

Vaibhav Ankush Kachore, J. Lakshmi, S. K. Nandy 
Indian Institute of Science, Bangalore 

vaibhav_kachore@ssl.serc.iisc,.in, {jlakshmi, nandy}@serc.iisc.ernet.in 



Overview 

Vaibhav Ankush Kachore, J. Lakshmi, S. K. Nandy SPE 2015 

Motivation 
Encryption v/s Obfuscation 
Attacker Model 
Challenges 
Related Work 
User Obfuscation Functions 

Ellipsoidal Random Obfuscation Function 
Modified Random Obfuscation Function 
Grid Obfuscation Function 

Results 
Conclusion and Future Work 
References 



Introduction and Motivation 
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•Advancement of wireless internet, sensing and mobile positioning 
technologies. 
•Popularity of location based services (LBSs) among mobile users. 
•According to PRIP(Pew Research Internet Project),74% of adult 
smartphone user's use their phone to get directions or other 
information based on their current location. 
•Many enterprises are willing to purchase geo-location data, and 
use them to analyze potential customer preferences. 
•They can better understand customer requirements and 
expectations, they can analyze market trends and customize the 
content of their applications. 
•But, while doing this, the user privacy needs to be maintained. 



Why obfuscation and not encryption? 
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•Encryption can give protection against third party attacks. 
•Encryption cannot provide protection against privacy threats from 
server side. 
•Location obfuscation is a technique to protect user privacy by 
altering the location of the users. 
•Obfuscation preserves capability of server to compute few 
mathematical functions over the obfuscated location information. 
•So, this study tries to bridge the gap between user privacy and 
accurate query results of LBSs without much overhead. 
•This study mainly concentrates on giving user privacy in LBSs 
which wants to know the distance travelled by user for providing 
their services. e.g. RunKeeper, SportsTracker, Runtastic, etc. 



Attacker Model 

Vaibhav Ankush Kachore, J. Lakshmi, S. K. Nandy SPE 2015 

•Attackers can spoof a link between user and LBS server. 
•Solution : Use Encrypted Service. 

•LBS server itself can be an attacker. 
•Solution : Encryption is not useful in this case. Use Obfuscated 
Service. 



Challenges 
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•Ensuring privacy of user without much obfuscation technique 
overhead. 
•Inverse relationship between functionality of application and user 
privacy. 
•Accuracy. 



Related Work 
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•Use of dummies. 
•Problem: Huge Overhead. 

•Addition of noise. 
•Problem: Accuracy of results. 

•Use of pseudonym: technique in which the real identity of user is 
replaced by fake identity. 

•Problem: Chances of revealing actual identity due to attack by 
intruder. 

•Use of accelerometer and gyroscope sensors. 
•Problem: Accuracy of results. 

•Matlock. 
•Problem: Need of irreversible layer for complete privacy. 

•Obfuscation functions : Random Obfuscation Function (ROF), 
Linear Obfuscation Function (LOF) 



Proposed Approach for EROF 
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Proof of irreversibility of EROF 
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•For calculating equation of ellipse whose major axis is at some 
angle with respect to X - axis , 3 points are needed because 3 
parameters of the ellipse i.e. semi major axis a, semi minor axis b 
and angle which its major axis is making with X - axis are 
unknowns. 
•Now, to find path O1 from O2, if any 3 consecutive points are 
chosen on path O2, then equation of ellipse can be found but it is 
not possible to know which point on this ellipse was there in path 
O1. 
•Because all points will satisfy distance criteria. Hence, EROF is 
irreversible. 



Ellipsoidal Random Obfuscation Function 
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Merkel Tree Based Random Number Chains 
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•It is computationally infeasible to calculate a hash value which is on the 
level l of the tree from another hash value which is on the level l+k of the 
tree with k > 0. 
•It is not possible to calculate any number random number in that 
chain from the knowledge of any single random number. 
•This ensures backward security, forward security, and the impossibility 
of collusion. 



Proposed Approach for Modified Random Obfuscation Function 
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•Problem with Random Obfuscation Function: Path can get 
initialized from the point which not feasible. 
•Proposed solution Linear Obfuscation Function. 
•Main aim of any LBSs (server) is to give its customers good 
service and in turn get monetary benefits from it.  
•There can be LBSs which check authenticity of location 
information prior to processing user’s request. Such LBSs server 
will stop giving its services, if server is sure that user is doing 
something from its side (like obfuscating actual location of user) for 
its privacy. MROF can also handle such situation. 
•GPS has inaccuracies of around 5-10 meters in many cases. 
•Consider a region having very high density of roads. If sometimes 
user goes out of road(on obfuscated path), still server cannot be 
sure of the fact that user is changing its actual coordinates and 
sending obfuscated coordinates. 



Modifed Random Obfuscation Function 
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Proposed Approach for Grid Obfuscation Function 
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•Problem with Linear Obfuscation Function: It moves a point in 
obfuscated path on same straight line again and again. 
•In Grid Obfuscation Function, off-line map is used for deciding the 
feasible direction of travel. 
•Obfuscated path will start on any point which is on the road. It will 
move along the road and as soon as it reaches junction, it will 
randomly choose any road which is meeting at the junction. 
•Algorithm make sure that obfuscated path should not go beyond 
certain region. If obfuscated path is not restricted, then processing 
very large spatial data (map) will be required. 
•Algorithm can ensure security and avoid processing huge amount 
of map data. 
•By increasing size of bounded region, probability of detecting the 
fact that user is obfuscating its original coordinates by server can 
be reduced. 



Grid Obfuscation Function 
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Conclusion and Future Work 
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•This solution provide user privacy without sacrificing service 
accuracy of LBS and comparison of obfuscation functions. 
•Suitable for those services that need to evaluate distance travelled 
by user. 
•Experimental evaluation shows that original and obfuscated path 
using our approach are quite different. 
•Obfuscation techniques are highly application dependent and 
hence choice of appropriate obfuscation technique is closely 
related to the application requirement. 
•Presently, privacy protection in navigation application is being 
explored and suitability of obfuscation techniques for such 
applications is being evaluated. 
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